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Information technology is a driving force for the world.  Everything is done using information technology, from conversations, to advertising, to banking, and work.  The balance between information technology and ethics is extremely difficult, but important to maintain.  When using information technology the expectations for integrity, dependability, and trust are widely desired to protect livelihoods and businesses.  Ethical issues arise concerns with privacy, ownership, accuracy, control, and security.  There is always the ethical issue that lies within the professional, the one trusted to protect data and information.  When it comes to ethics it does not just affect one area, but all areas of IT, security, architecture, and web.  The ethical issues to be protected must be a group effort between all departments (Miller & Voas, 2008).

Information security and assurance is a department that faces the drive to maintain privacy of information and control access.  The transmission of information is a great concern to people worldwide.  Information security department plays a intricate role in the management of liability and privacy security risks.  In modern day laws are handled out via company vs people in civil court where financial damages are typically awarded to the plaintiff and fines for personal information leaks are huge.  When looking at the health care industry it is of varying importance to maintain a standard of security of patient information (Miller & Vonas, 2008).

Health care facilities store sensitive and time critical data and information onto a system.  This information includes demographics, medications, diagnosis, and anything related to emergency care of a patient.  The information is transferred through the hospital and can be shared to other medical facilities to allow for life saving measures to be implemented rapidly.  Take an ambulance service with a critical patient in the back of the ambulance going to the ER.  The ambulance crew has patient data and information on their tablet, they have a tracing of the heart rhythm on the monitor, and they are forwarding all of that information to the hospital so the  ER can prepare for the patient to save their life.  If that information is not secure, or is tampered with, or does not arrive to its destination there are problems.

It is the information security departments job to make sure that critical data is secure on the systems, and while traveling to its destination.  The legal and ethical issues that can come with the release of the sensitive demographic information is large.  There are various laws out there that protect patient's privacy, one of which is HIPAA (Healthcare Insurance Portability and Accountability Act).  This law fines companies and individuals who release patients private information improperly.  When it comes to ethics of privacy of patient information there always lies that human factor.

Humans are responsible for most ethical issues involving information assurance, whether it be there releasing or accessing information accidentally or purposely.  No matter how much security or encryption is placed on information, human ability can let the safety of that information be compromised.  The human factor poses a large threat to the department.  Education, accountability, and access control can help safeguard this human factor issue.  The HIPAA law can pose sort of a difficulty in structuring information assurance.  HIPAA requires any information to be sent to be encrypted, there has to be access control as well as required access to information.  For instance a nurse in the ER cannot log into a patients chart in the ICU if she currently has no medical treatment for the patient, just to check on them.  The nurse needs access to patient charting.  The problem is solved by education and accountability (HIPAAdvisory).  

The information security departments can ward off ethical issues but not without the help of the other departments.  Network architecture is required to setup a network design with topology, networking, and systems that work well for the business.  While looking at ethical issues the privacy requirements still pose a problem.  Network architecture face the ethical issues involving the protection of privacy by preventing the outside from coming in.  A weak network security can pose a large threat for private information involving a healthcare facility.  Weak network systems allow for criminals to get into systems via “hacking”  and steal private information that can allow them to obtain more private information.  Weak network security also will allow for criminals to get in and hold data for ransom causing problems with doctors accessing health information, and could result in a patient fatality (Khoo Boo, L. 2011).  

Network architecture and information security can protect sensitive data by working together to protect the network, control the access, and monitor live threats.  As discussed before access control is a large issue with medical facilities and information.  Not only is security and network access required to be maintained for outside threats, but safeguarding the location of the systems is highly important as well.  Both departments will struggle with combating laws involving privacy.  Network architecture has a few laws that require some active thinking and strategic work.  HIPAA affects network architecture in that it requires stronger regulations to allow for prevention of patient information being accessed.  Which has been linked with the Health Information Technology for Economic and Clinical Health Act (HITECH) included with American Recovery and Reinvestment Act (ARRA) that broadens the scope of HIPAA and invested money to pursue violators.  These acts cover all business organizations involved with health care.  Which poses a problem for network architecture departments of a company that is not health care related, but dabbles in health care occasionally.  The problem it poses is HITECH requires companies and business partners new data breach notifications and rules (Proofpoint).
In order to protect ethical privacy the network and security department must work with the software architecture department to manage ethical issues.  The software architecture department must work closely to develop software for the healthcare facility that will fluidly work with and comply with ethical laws normally, as well as medical ethical laws.  One of the biggest ethical issues is the software failing to function properly, and failing to be secured properly that would causes ethical leaks of information, or failure to work with access control properly, allowing invasive maneuvers into the software (Ferrera, Gerald, etc. 2011).
Not only does the software architecture have to deal with laws related to privacy and patient account portability, but it also faces the problems against Copyright Act, which protects intellectual property.  Designing and maintaining software for a healthcare facility can pose a challenge with the laws out there requiring privacy of patients, as well as dealing with a system that will flow with ease to allow patient charting to be flawless and quick.  Designing these structures and maintaining them requires a company to be familiar with the competition, and to not infringe on any copyright issues while designing.  For instance names, layout, system functions, software tools could look different but have similarities that would infringe on the copyrights of another company designing the same thing.  Protection of patients privacy becomes a problem for the health care software development and management to prevent any hiccups or backdoors to allow for patients information to be unintentionally released or lost (Ferrera, Gerald, etc. 2011).
When it comes to web departments the maintenance of a healthcare facility web is important in updates, and can pose a slew of ethical problems.  Photos of patients or people without disclosure, release of information, or a design that is poorly coded and allows access into the employee portal.  This becomes another privacy issue when dealing with the web.  If a web team does not code the information properly and allows a loophole into the system gaining access to an employee portal and obtaining sensitive information can pose a huge problem.  That is why it is extremely important that the professional is held to the proper standards and training, and works with the other departments for flawless protection (Khoo Boo, 2011).
As with anything, all departments should work together to compliment one another and comply with security policies to protect information from being leaked.  The best way to prevent any ethical lawsuit is thoroughness, education, and constant revisions.  The departments should all be thorough and well versed when working with security policies, and designing systems to work and protect.  The employees working need to have access control, be educated on protection, and be held accountable for ethical issues.  Each department should be familiar with laws surrounding ethical issues, and have checks and balances.  Constant evaluations, updates, and revisions will allow the departments to be ahead of security threats.  It is also important to set policies in place, performing risk evaluations to prepare for the problems, and recover quickly (Ferrera, Gerald, etc. 2011).
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